Energy Products

Application Note -— 5 June 5, 2019

Product: Powerwall

POWERWALL 2 AC NEURIO METER: ADVANCED CONNECTION
VIA LOCAL WI-FI NETWORK (DHCP RESERVATION)

With the 1.20 firmware version release, an advanced meter configuration option was added in the Commissioning Wizard.
This method allows installers to connect an energy meter to the Gateway by connecting the remote Neurio meter to the
customer's Wi-Fi network, and then ultimately to the Gateway via the customer's network. This connection method may be
a useful way to solve remote meter connection issues as long as the customer’s router, or a Wi-Fi extender, provides
good Wi-Fi signal strength at the meter location.

Overview

The following are required to establish this connection:

¢ Neurio Serial Number (which begins with OBB)

¢ Neurio MAC address

e Customer's Wi-Fi SSID and password

¢ Admin access to the customer’s router, included router user name and password

¢ Ability to make a DHCP reservation on the device being connected to and on the customer's router. In some
cases it may be possible to directly connect to the customer's device, but in other situations the Neurio will be
connected to a Wi-Fi extender.

The Neurio will be connected to the customer's network by logging into the Neurio web interface (https://192.168.4.1). A
DHCP reservation must also be assigned to the Neurio by logging into the customer’s network router; this is not the same
as assigning a static IP, and in fact a static IP cannot be assigned to the Neurio. Rather an address is being reserved for
the Neurio on the DHCP server of the Wi-Fi device that the Neurio connects to. In the Commissioning Wizard, the
designation will be made that the Neurio is connecting to the Gateway using the customer’s network by identifying the
Neurio by its MAC address and the IP address reserved for it on the customer network.

A WARNING: Connections may not be successful if using a meter that has been connected previously to the TEG,
either over Modbus or Wi-Fi. It is best to use a meter that has never been paired with any system. See Step 5(a) for
details.

Instructions

1. Open a web browser (Chrome/Safari are recommended) and enter the address https://192.168.4.1/ in the address
bar, but do not navigate to the address until instructed to do so (Step 4).

N RNQ T L T73%E11:15 AM

https://192.168.4.1/

https://192.168.4.1
https://192.168.4.1

https://192.168.4.1/

Figure 1: Neurio Homepage Address
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Neurio Meter Advanced Connection

2. Record the Neurio serial number including the OBB prefix and its MAC address into a text note on the commissioning
device, then copy it so it is ready in the device clipboard.
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0BB3081102431

SHORT ID: 56206

Figure 2: Neurio Serial Number

3. Restart the Neurio by opening and closing the circuit breaker it is powered from. If the Neurio is in the Backup
Gateway, power-cycle the Gateway manually (not using the reset button). For more information on power-cycling the
Gateway, visit Power-Cycling the Backup Gateway for Powerwall 2 AC. Wait for the Neurio to chime, indicating it has
finished powering back up. At this point, there are approximately 60 seconds to connect the device’s Wi-Fi adapter
(phone, laptop, etc.) to the Neurio hotspot. The Neurio hotspot can be identified easily - it will begin with "Neurio-" and
will be followed by the Neurio short ID. In the example below, the Neurio short ID is 56206 and the Neurio Wi-Fi
network broadcasts as Neurio-56206.

Wi-Fi

Current network

Neurio-56206

Available networks

TEG-073

tesla

Tesla Guest

DETAILS DONE

Figure 3: Connecting to the Neurio Hotspot
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Neurio Meter Advanced Connection

4. Load the Neurio homepage by navigating to the address https://192.168.4.1/ (prepared in Step 1). Enter the OBB
serial as the password by pasting it from the clipboard, and select Enter or Sign In. The Neurio website may give a
security certificate warning; tell the browser the site is safe and proceed to 192.168.4.1

e Username - admin
e Password - full serial number including OBB
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Sign in

https://192.168.4.1 requires a username
and password.
Username

CANCEL  SIGNIN

Figure 4: Neurio Homepage Login

5. Once logged into the Neurio web-based interface, there is a ten minute window to connect to the Wi-Fi network that
connects back to the Energy Gateway. The Neurio interface will display a list of available networks. Select the correct
network and enter the password. The Neurio will reboot itself and join that network. If the password entered is

incorrect, the Neurio will begin broadcasting its own Wi-Fi network (hotspot) again, and there will be another chance
to enter the password correctly.

Wi-Fi Settings

Country

United States

testWiFiNetwork

Password

Figure 5: Neurio Hotspot Login
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Neurio Meter Advanced Connection

a. If the Neurio interface indicates that the meter has previously connected to a Gateway, it may not connect
successfully. It is best to always start with a new meter. One indicator the meter has already been connected
can be seen in the Meter Setup page; look for a TEG Wi-Fi name with a Launch button next to it. If this button
is present, the Neurio may have already been configured for a Gateway and this process will likely not work
with this meter. Start again with a new meter if that is the case.
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country?

By selecting the country where your Neurio is
installed we can ensure that your Neurio's Wi-
Fi connection will be more consistent.

Serial Number: 0BB3081102431

MAC Address:04:71:4B:00:00:10
Hardware Version: 012.00013B.B
Firmware Version: Tesla-0.0.7

SSID: TEG-947

Figure 6: Neurio that has Previously Connected to Gateway

b. The Neurio interface will display the following message:
Connecting...
The message won't necessarily update. However, when the connection chime sounds (this chime is slightly
different from the power up chime), the meter has connected.

6. Log into the router for the home network or the interface for the device that will be acting as the host for the Neurio
connection. Often, the login URL and admin username and password will be printed on the back of the Wi-Fi router.
Some customers may have changed the admin username and password from the default (router default passwords
are often username:admin/password:admin), so ensure the login information for the Wi-Fi hosting device is available.

Note: Google the make and model of the device you're attempting to login to. Find the User’'s Manual and the default
login credential should be present in the Setup section. The manual can also be helpful to make the DHCP
reservation.
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Sign in

http://tplinklogin.net requires a username
and password. Your connection to this
site is not private

admin

Password

seeo)

CANCEL  SIGNIN

Figure 7: Home Network Login
7. Find the DHCP settings for the router and determine what range of addresses the device uses by default. Select a
DHCP reservation for the Neurio that falls in the range of addresses that the router uses. In the example below, the
router starts at 1921.68.0.100 and ends at 129.168.0.199, meaning that the selected address must begin with
192.168.XXX. and end with a number between 100 and 199. For this exercise, 150 has been chosen.
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@ tplinklogin.net

DHCP Settings

DHCP Server: Disable (@) Enable
Start IP Address: 192.168.0.100
End IP Address: 192.168.0.199
Address Lease Time: 120 minutes (1~2880 minutes, the default value i

Default Gateway: 192.168.0.1 (Optional)

Default Domain: (Optional)

Primary DNS: (Optional)

Secondary DNS: (Optional)

Figure 8: DHCP Settings
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Neurio Meter Advanced Connection

8. Identify the Neurio by SSID using the MAC address, which is printed on the side of the meter (identified and recorded
in Step 2).

SN: 0BB3081102431

W

MAC: 04:71:4B:00:00:10 SHORT ID: 56206

Figure 9: Neurio MAC Address

9. The Neurio must be assigned a DHCP reservation so that it will always have the same IP on the host network. There
iS no option to set a static IP in the Neurio interface, meaning the host device will assign the Neurio its IP address.
This step allows the host device to identify the Neurio each time it connects because it is identified by its MAC
address.

a. Making a DHCP reservation varies from one router to another, but it can often be found in the Settings under
DHCP Settings or DHCP Static Lease.

b. The Neurio may be listed, or it may have to be manually identified by entering its MAC address. In either
case, the IP address reservation must fall within the range of available IPs listed in Step 7.
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energy-pubs@tesla.com

Status

Quick Setup

WPS

Network

Wireless

DHCP

Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

System Tools
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@ tplinklogin.net

TP-LINK

SRS

75l 64%

Firmware Version:

Hardware Version: WR841N v9 00000000

3.14.4 Build 131129 Rel.39318n

LAN

MAC Address: 14-CC-20-70-D9-18

IP Address: 192.168.0.1

Subnet Mask: 255.255.255.0

Wireless
Wireless Radio: Enable
Name (SSID): testWiFINetwork
Mode: 11bgn mixed
Channel Width: Automatic
Channel: Auto (Current channel 9)
MAC Address: 14-CC-20-70-D9-18
WDS Status: Disable

WAN

MAC Address: 14-CC-20-70-D9-19

IP Address: 10.179.40.44 Dynamic IP

Subnet Mask: 255.255.255.0

Default Gateway: 10.179.40.1 Release
DNS Server: 10.33.169.12, 10.33.49.210
Traffic Statistics
Received Sent
Bytes: 39,171,308 49,322,217
Packets: 64,275 7221

System Up Time: 0 days 01:43:13 Refresh

Figure 10: TP-Link Home Page
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Add or Modify an Address Reservation Entry

Add or Modify an Address Reservation Entry

MAC Address: MAC Address: 04-71-4B-00-00-10
Reserved IP Address: Reserved IP Address: 192.168.0.150|
Status: Enabled v Status: Enabled v |
‘ Save | | Back _ Save | | Back

Figure 11: Creating a DHCP Reservation

a. |If the Wi-Fi hotspot the Neurio is joining is an extender, or not the same device that the Gateway is
connecting to, the DHCP server may need to be set up on the Gateway-connected device, and a DHCP
reservation must be made for the Neurio there as well. This way the DHCP request from the Neurio does not
have to make its way back to the main router.

b. If additional devices (like a technician’s phone or laptop) must be connected at a remote location, overlap the
assigned range by just the one address that will be reserved. This will prevent the assigned addresses from
conflicting.

For example, if the main router is at 192.168.1.1, operating a standard subnet (mask 255.255.255.0, valid
addresses 192.168.1.1-254), and the main router's DHCP server offers addresses 101-150, then the new
device would be set up as static 192.168.1.200 or something similar (a known, relied upon address that is not
anywhere in the DHCP range). The remote device would then offer its own DHCP server on range 150-199
(overlapped by one address). The reservation for the Neurio MAC would be made at 192.168.0.150 so that
regardless of which device actually responds to the request, it always gets the correct address, and that
address cannot be assigned to anything else.

As outlined previously, identify which IP addresses the router uses.
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Neurio Meter Advanced Connection

10. Log into the TEG network, and navigate through the Wizard to the /meter page. The Wi-Fi meter must be added in the
Advanced Settings. When the dropdown is selected, it will provide fields to specify the Neurio MAC address and IP
address. After inputting all the information for the meter, click CONNECT to attempt to connect the meter. As
connection is established, the TEG-xxx Wi-Fi network will drop. Wait for the TEG-xxx Wi-Fi network to begin
broadcasting again, reconnect it, and then navigate back to the Wizard /meter page to see if the connection was
successful. If the connection is not successful, double check that all steps were completed successfully. If this
sequence falils three or more times, take pictures/screenshots of all of the screens and error messages before
reaching out to the Hotline for additional support.
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() A hips//192.168.91.1

SHORT ID

56206

SERIAL

OBB3081102431

ADVANCED SETTINGS (OPTIONAL) -

MAC ADDRESS

04-71-4B-00-00-10

IP ADDRESS

192.168.0.150

CONNECT

Figure 12: TEG Wizard Meter Page
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Troubleshooting

When troubleshooting an unsuccessful pairing using the advanced connection method for remote meter pairing, the most
important piece of information to begin with is whether the TEG is able to reach the meter over the homeowner's network.
There are two key items to check to ensure that the TEG can reach the meter:

1. Isthe TEG connected to the same Wi-Fi network as the meter?

2. Is the meter connected to the home Wi-Fi network?

Is the TEG connected to the same Wi-Fi network as the meter?
1. To verify that the TEG is connected to the same Wi-Fi network as the meter, start with the commissioning Wizard.

a. Check the connection in the Wizard and make sure that the TEG is connected and the Wizard shows a green
dot and checkmark indicating a connection.

b. Note that the TEG can be connected to the customer's network using Ethernet as the primary connection or
Wi-Fi. The TEG should be listed as a client on the customer's network (the host network).

2. The TEG can also be connected to the customer's router to verify that the Gateway has an address on the customer's
network.

a. The IP address in the Wizard should appear in the list of connected clients on the router.

b. When the TEG's assigned IP address is pinged from a laptop that is connected to the router, responses in the
command prompt should indicate the TEG is connected.

Is the meter connected to the home Wi-Fi network?

1. If the meter is connected to the home network, it should be possible to ping the Neurio from the same router that the
Gateway is connected to. To check the connection:

a. Connect a laptop to the customer's router.

b. Issue a ping command for the IP address that was reserved for the meter. Responses from the meter should
appear in the command prompt.

c. Also ping the Neurio-XXXXX name e.g. "ping Neurio-12345"

2. If the meter is responding, it is connected to the router. If the Gateway is connected to the router, and the meter is
also connected to the router, but the connection cannot be established using the advanced setting in the Wizard, then
additional troubleshooting measures will be required.

Additional items to check:

1. Are all devices using the 2.4GHz Wi-Fi channel?

Is the exact MAC address from the sticker on the meter being used when the DHCP reservation is created?
Is the MAC address for the meter among the list of devices connected to the host router?

Is the Neurio connecting to the host network as well? Sometimes using extenders can complicate the connection and
create difficulties.

A wn

5. Does the address reserved for the meter fall into the range of IP addresses that the DHCP server for the router uses?
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